&3 orRAGIND

www.dragino.com

o

tﬂ;ﬂ"
LIG16 LoRaWAN Gateway User Manual
Document Version: 1.1
Firmware Version: Ilgw--build-v5.4.1615882321-20210316-1613/
Version Description Date
1.0 Release 2021-Jan-3
11 Add AWS-IoT support 2021-Mar-27

LIG16 Indoor LoRaWAN Gateway User Manual

1/ 47



&3 orRAGIND

www.dragino.com

N 1113 e T [T T o N 5
1.1 Whatis LIG16 INdOOr LORAWAN GALEWAY .....cccevveeeeirieeeeieieesieaeecieaeesteaaesisasasasisesassssesessssees 5
OB o Y-l Lol [ 4 (o T4 KT SR 7
G B = o 1 1 = 8
1.4 HArdware SYSEEM SEIUCLUIE.............veeeeiiieeeieee et eeee ettt e e sttt e e s sre e s sttaesstaeeessassessssseas 8
1.5 LIGI6 APPLICALIONS ...ttt ettt et ettt e sine s 8
R N 0 N [ To [ ol o] PSS 9

2. Access and configure LIGL6........ccccciiiiiiiiiiiiiiissssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 10
2.1 Find IP QAAIeSS Of LIGLE .......coeoueeeieeiieseeee ettt ettt ettt ettt saeesnee s 10
2.1.1 CONNECE VI WIFi ceiiiiiiiiieiieeeee ettt e e e e e st e e e e s e s bnree e e e e e s e anraeeeas 10

2.1.2  Connect via WAN port with DHCP IP from FOULEr.........ccueeeeiviieeeciee e 10

2.1.3  Connect via WiFi with DHCP IP from roUter ........ccoceevieiieiinieneeeeeee e 11

2.1.4  Connect via WAN port by fall Back ip ...cccuveeeeiiiiieeeee e e 11

2.2 ACCESS CONFIGUIE WD Ul ...ttt e ettt e et eeaa e e s vaa e e etsaaeeasaaeenasanaeas 12

3. Typical NEetWOrk SETUP ......eeeeeiiiiiiietetiiiiicetret e sass s e s 13
Y R O =] 4V - PPN 13
3.2 Use WAN POIt t0 ACCESS INTEINET.........uuueeeeieiiiiiiiiieiiiiiiiiisssssassssssssssssssssssnes 13
3.3 Access Internet as @ WiFi CHIENT. ..........cc.oocuereirieniieiieiieiseeseseet et 14
3.4 Check INternet CONNECEION ...........c.covueevuieeieiiieieeteee sttt 15

4, Example : Configure as @ LORAWAN SateWay........c.ceeereeerereeeeeeeeeeeeneenmmsssssssssssssssssssssssssssssssssssss 16
4.1 Create @ gateWay iN TTIN SEIVEN .......ccuevveiieieeeseiiiiieeeeeeseeciiieeaaeessssittaeeessssssssstreessssssssssreeess 16
4.2  Configure LIG16 t0 CONNECE t0 TTN.....ccccuveeeeeriieeeeeeeeeeeeeeesteeeesttaaesteaessteaasssaaassanseaesssseaaeas 18
4.3 CONFIGUIE FIOQUENCY ....evveeeeeieeeeee et e e ettt a e e e ettt a e e e e e e st aaaaeeessstaasaaaaeeessssssenaas 21
4.4 Add 0 LORAGWAN ENA DVICE .......cooueeeieieiieiieseeeteseet ettt 22

5 Web CoNnfigure Pages .........ccceivuemeeiiiiiiiiiieeteeiiinneeress s sss e sss s s s anes 24
LI A [0 =3P POPPN 24
I o T {0 B Y =2 1 o L3RS 25
5.21 LORQ@ =3 LOR@ ...ttt e 25

5.2.2 LORA ==> ABP DeCIYPLiON coiiei ittt e e s s serar e e e s s e araneeeeeeeeas 26

5.3 LORGWAN S@UEINGS...uuuuueeeeteeiiiit s sbsbsbssssssasssssssssssssnsssssssnns 27
5.3.1  LORQWAN --> LORGWAN .....omiiiiiiietieeee ettt ettt s sreenne e 27

LIG16 Indoor LoRaWAN Gateway User Manual

2 /47



&3 orRAGIND

www.dragino.com

53.2 LORAWAN --> AmMazon AWS-IOT ...coeeiiiieeieee et e e s e e e e 27
5.3.3  LORAWAN =3 LORIOT ..cuttiiiieiiiieesiieesite st esiteesiteesiteesibeesieeesatessaseesabeesaseesaseesaseesasasssneenns 27
5.4 MQTT SEELINGS ..eveeeeeeee ettt ettt ettt et e ettt ee et e et e e e st eeessasaeesasaeesnaneeenas 29
D D SYSTOMY e —————————————————————————————————————————————————— 30
55.1 SYSTEM --> SYSTEM OVEIVIEW .. ieiiieieeeeeeeeeeeee e 30
5.5.2  System --> General (108in SEtEINGS) ....c.eevuiriiriiiiirieere et e 30
5.5.3  SYSTEM ==> NETWOIK ..eeviiiiiiiiieeiie ettt ettt e e et e e aae e s saae e e s sabaeeesnteeesanas 32
5.5.4  SYSTEM =3 Wi cueiiiiiiiiiiiiee e 33
5.5.5  System --> NEtWOIK StatUS...ccccciiiiiiiiieiiiiieeeiee ettt e e e st 33
5.5.6  System --> Remote Mgnt & Auto Update ......coocueeviiiiiiiniieiieceiee e 34
5.5.7  System --> FIrmware UPErade ......ccccueeiiiiiiieiiieeeriiee e ssiteeeesieeessaeee s seaeeeesntaeessnseessnnes 36
5.5.8  System --> REDOOT/RESEL ....uviiviieiieeciie ettt sttt ettt e sbe e sabe e sbeeearee e 37
559 System --> Package Maintain ......c..ceecciiiiiiiiee st e et e e bae e e sab e e e e srreeeeaes 38
N I Koo - To FO USRI 39
5.6.1 [WoT=d 3 0=F: To I o] ¥ TN o - PP PPRP 39
5.6.2  LogRead --> Gateway TraffiC .......ccceevuieiiiiie e e e 39
5.6.3 (Mo d 3 =T To I V] =T o 1 oY - PP PPR 39

LY LT =8 =TT N 41
6.1 MOTE INSTIUCEIONS .....eeeenieeeeee ettt ettt e e st e e ettt e s eeesaaneeessnneeenanne 41
LT D G A =T o o N 42
7.1 SSH ACCESS fOr LINUX CONSOIE ..ottt sttt 42
AV o 1 e Lo I F ALy =T g 1 (=X USSR 43
5 B 1 1YV -1 1 SR 43
7.4 PackQQe MGINEQAIN SYSEIM .....cc.ueeeeeiiieeeiiee ettt ettt e ett e ettt e et e e sitte e e st e s ensseaessaseeeans 44
FAQ . .oueieiiiiiiiinnnneeetiiiiissssnssessssssssssssssessssssssssssssesssssssssssnssesssssssssssnssesssssssssssnnsssssssssssssnnsnssssssss 45
8.1 How can I configure for a customized frequency band?.............cccccovvueeveeeeeeciviievieeeeeseiiirvvennnn 45
8.2 Can | make my own firmware for the gateway, where can | find the source code? ................. 45
8.3 Can | use 868Mhz version for 915MHAZ DANAS? .........cceeeeeeeueieeeieeeeeeiiiieiee e eesccciiveeaaeeeesvareeaa s 45
8.4  Can | control the triaNgGle LED?.................eeeeieeeeeieeieeeseeeeecteee e e eeettttaae e e e e sttt aaaaeesesisaraaaa s 45
LI 10T < F=T0 Vo o - N 45
9.1 Iget kernel error when install new package, hOW tO fiX? .........ccccvuveeecveeesciieeeeciieeeceee e, 45
9.2 How to recover the LIG16 if firmMWare Crash ..........cccoocueeeeecieeeeeeiieeeceeeeeceeeeeteaescaaaeesveeaea 46
9.3 I configured LIG16 for WiFi access and lost its IP. What to do NOW? ............cceeecvvveeecvveeecrennn. 46

LIG16 Indoor LoRaWAN Gateway User Manual

3/ 47



& orAGINO |
www.dragino.com

10. L0 T 1= T o 47
11. L= 1ol (0 =38 T {0 J 47
12. LT o « T o 47

LIG16 Indoor LoRaWAN Gateway User Manual

4/ 47



&3 orRAGIND

www.dragino.com

1. Introduction

1.1 What is LIG16 Indoor LoRaWAN Gateway

The LIG16 is an open source LoRaWAN Pico Gateway. It lets you bridge LoRa wireless network to
an IP network via WiFi, Ethernet network. The LoRa wireless allows users to send data and reach

extremely long ranges at low data-rates.

The LIG16 supports Semtech packet forwarder and LoORaWAN Station connection, it is fully
compatible with LoRaWAN protocol. It includes a SX1302 LoRa concentrator, which is the new
generation baseband LoRa chip for gateway with lower current consumption and higher amount

of traffic than preceding devices.

LIG16 has pre-configured standard LoRaWAN frequency bands to use for different countries.

User can also customize the frequency bands to use in their own LoRaWAN network.

LIG16 can communicate with ABP LoRaWAN end node without LoRaWAN server. System
integrator can use it to integrate with their existing loT Service without set up own LoRaWAN

server or use 3rd party LoRaWAN service.

LIG16 supports auto-provision for mass deployment and long term maintain. System integrator

can easily change the configure remotely.

LIG16 In a LoRaWAN loT Network:

kT Private Network |
S |

Uplink ; 3

~o H :

LoRaWAN ~

End Node Downlink ~~%
Forward via Interne LoRaWAN
Downlink via Internet: loT Server
_______ Uplink"’""' :
'5 _ I
Downlink h
LUG16 LoRaWAN MQTT/HTTP efc
LoRaWAN ad Gateway
l,’
End Node Uplink
” . .
// Downlink Application
- Server

LoRaWAN ‘ e
End Node

LoRaWAN Wireless | | IP Network base on WAN/WIFi or 4G _.I
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1.2 Specifications
Hardware System:
Linux Part:
»  400Mhz ar9331 processor
> 64MB RAM
» 16MB Flash

Interface:

> 10M/100M RJ45 Ports x 1
WiFi : 802.11 b/g/n
LoRaWAN Wireless
Power Input: USB Type C. 5V, 2A
USB 2.0 host connector x 1
S$X1302 + 2 x SX1250

YV V V VYV V

WiFi Spec:
> |EEE 802.11 b/g/n
» Frequency Band: 2.4~ 2.462GHz
» Tx power:
v" 11ntx power : mcs7/15: 11db mcs0 : 17db
v" 11b tx power: 18db
v 11g54M tx power: 12db
v 11g 6M tx power: 18db
> Wifi Sensitivity
v' 11g54M : -71dbm
v" 11n20M:-67dbm
LoRa Spec:
» 70dB CW interferer rejection at 1 MHz offset
» Upto-141 dBm sensitivity with SX1250 Tx/Rx front-end
» 125 kHz LoRa reception with:
<> 8 x 8 channels LoRa® packet detectors
<> 8 xSF5-SF12 LoRa® demodulators
<> 8 x SF5-SF10 LoRa® demodulators
> 125 /250 /500 kHz LoRa® demodulator

Power Consumption:
» Max: 5v, 410mA
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1.3 Features
v" Open-Source Linux system
v' Managed by Web GUI, SSH via LAN or WiFi
v" LoRaWAN Gateway
v Auto-Provision

1.4 Hardware System Structure

LIG16 System Overview:

Dragine HE-4025 Linux Module
CPU 400M Mips CPU
DDR: 64MB
Flash:16MB.

(@!3)

LoRa Wireless

DC-DC
Power USB Hub
Regulator

PWR Port
5v,2A
USB Type C

1.5 LIG16 Applications

Smart farm

v .

Outdoor monitoring

®

2 Intelligent transport

(i

Cloud computation
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1.6 LED Indicators
LIG16 has totally 6 LEDs:

>
>

A\

I
Power LED ©: This will be solid on if the device is properly powered.

HEART LED ¥: This GREEN LED will be solid on if there is LoRaWAN connection.

SYS LED “#:This LED will show different colors on different state:
v" ON: device have Internet connection.

v BLINKING: a) Device has internet connection but no LoRaWAN Connection. or b)
Device is in booting stage, in this stage, it will BLINKING for several seconds.

v OFF: device doesn’t have Internet connection.

TRIANGLE LED = : No Function.

ETHLED # : This LED shows the ETH interface physical connection status.

_—
—
-
L]

WiFi LED : This LED shows the WiFi interface connection status.
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2. Access and configure LIG16

The LIG16 is configured as a WiFi Access Point by default. User can access and configure the
LIG16 after connecting to its WiFi network, or via its Ethernet ports.

2.1 Find IP address of LIG16

2.1.1 Connect via WiFi

WiFi Network By LIG16

At the first boot of LIG16, it will auto generate an unsecure ( —— o |
WiFi network call dragino-xxxxxx B

T e
the password is:  dragino+dragino TS -

dragino-168cho giste
User can use the laptop to connect to this WiFi network. The Chinahier Ry A
laptop will get an IP address 10.130.1.xxx and the LIG16 has :Tsic: :::
the default IP 10.130.1.1 ChinaNet-cdsz o

HUAWET-8011 al

FITTRHEAIE

2.1.2 Connect via WAN port with DHCP IP from router

;.f;;i"'

@ = -

- > "7 Connect WAN port to Lommnoms
e uplink router

Alternatively, connect the LIG16 WAN port to your router and LIG16 will obtain an IP address
from your router. In the router’s management portal, you should be able to find what IP address

the router has assigned to the LIG16. You can also use this IP to connect.

LIG16 Indoor LoRaWAN Gateway User Manual
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2.1.3 Connect via WiFi with DHCP IP from router

a WiFi Client

If the LIG16 already connect to the router via WiFi, use can use the WiFi IP to connect to LIG16.

2.1.4 Connect via WAN port by fall back ip

The WAN port also has a fall back ip address for access if user doesn’t connect to uplink router.

LIG16 Indoor LoRaWAN Gateway User Manual
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2.2 Access Configure Web Ul

Web Interface

Open a browser on the PC and type the LIG16 ip address (depends on your connect method)
http://10.130.1.1/ (Access via LIG16’s WiFi AP network)
or
http://IP_ADDRESS or http:// IP_ADDRESS:8000 (If the IP is assigned by uplink

router)

You will see the login interface of LIG16 as shown below.
The account details for Web Login are:

User Name: root

Password:  dragino

&« (&N ON10.130.2.54:8000/cgi-bin/home.ha

Sign in
http://10.130.2.54:8000
Your connection to this site is not private

Username | root

Password | seesses

LIG16 Indoor LoRaWAN Gateway User Manual
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3. Typical Network Setup

3.1 Overview
LIG16 supports flexible network set up for different environment. This section describes the
typical network topology can be set in LIG16. The typical network set up includes:

v" WAN Port Internet Mode

v WiFi Client Mode

v" WiFi AP Mode

3.2 Use WAN port to access Internet

By default, LIG16 is set to use the WAN port to connect to an upstream network. When you
connect the LIG16’s WAN port to an upstream router, LIG16 will get an IP address from the router
and have Internet access via the upstream router. The network status can be checked in the
home page:

System Overview

|

Internet |
1

N

LoRaWAN’

LIG16 Indoor LoRaWAN Gateway User Manual
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3.3 Access Internet as a WiFi Client.

In the WiFi Client Mode, LIG16 acts as a WiFi client and gets DHCP from an upstream router via
WiFi.

The settings for WiFi Client is under page System = WiFi = WiFi WAN Client Settings
WiFi

Radio Settings

Channel {(1-11) 11 Tx Power (0-18) dBm 17

WiFi Access Point Settings

Enable WiFi Access Point
WiFi Name SSID dragino-1bafd4
Passphrase (8-32 char) «sessscessnse [Show] Encryption WPA2 v

WiFi WAN Client Settings

Enable WiFi WAN Client «
Host WiFi SSID dragino-RD WiFi Survey dragino-RD (Ch: § Enc *
Passphrase [Show] Encryption WPAWPA2 v

Save&Apply || Cancel || Refresh

In the WiFi Survey Choose the WiFi AP, and input the Passphrase then click Save &
Apply to connect.

LIG16 Indoor LoRaWAN Gateway User Manual
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3.4 Check Internet connection
In the Home page, we can check the Internet connection.

»  GREEN Tick n : This interface has Internet connection.
>  Yellow Tick L. : This interface has IP address but don’t use it for internet connection.

» RED Cross n : This interface doesn’t connect.

System Overview

LoRaWAN'

Internet

N

LIG16 Indoor LoRaWAN Gateway User Manual 15 / 47
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4. Example : Configure as a LoORaWAN gateway
LIG16 is fully compatible with LoRaWAN protocol. It use the legacy Semtech Packet forwarder to
forward the LoRaWAN packets to server, the structure is as below.

LIG16 In a LoRaWAN loT Network:

&
\s‘
Uplink

LoRaWAN ~

——Forward via Internet—

End Node Downlink ~~
_______ Uplink"—_d' e
‘ Downlink .
LIG16 LoRaWAN
LoRaWAN el Goteway
End Node ’l:lplin(

Cd
Cd .
R Downlink
’I

Private Network

Downlink via Inferneté

LoRaWAN

loT Server

MQTT/HTTP efc

Application
Server

-
-
LoRaWAN )
End Node
mom.—.LORAWAN Wireless  _ _ _. ,|4.._._._“.°_N2t.‘£9f_k. base on WAN/WIFiord4G _ _. _.|

This chapter describes how to use LIG16 to work with TTN LoRaWAN Server. The method to work

with other LoRaWAN server is similar.

4.1 Create a gateway in TTN Server
Step 1: Get a Unique gateway ID.

Every LIG16 has a unique gateway id. The id can be found at LoRaWAN page:

@ DRAGINO RERERd LoRaWAN v MQTT+* TCP~ HTTP Custom System v Log

LoRaWAN Configuration

Server Settings

LoRaWAN Service Provider
Gateway ID

Server Port Upstream
Server Port Downstream

TTN-router-EU v
aB40411bB266fT

1700

1700

Email |dragino-1bafd4@dragino.com

Packet Filter
EnortEilter 0

| Save&Apply || Cancel |

LIG16 Indoor LoRaWAN Gateway User Manual
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The gateway id is: a840411b8268ffff

Step 2: Sign up a user account in TTN server

N
‘ COMMUNITIES LABS LEARN FORUM SHOP Hiedwin [ »
TEnNGs 4

o

THE THINGS

NETWORK

BUILDING A GLOBAL INTERNET OF
THINGS NETWORK TOGETHER.

Learn More

_A

Step 3: Create a Gateway

HINGS CONSOLE Applications  Gateways  Support () edwin

. Hi, edwin!

This s where the magic happens, Here yo

APPLICATIONS GATEWAYS

LIG16 Indoor LoRaWAN Gateway User Manual
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MIFE) SRR EEV) msls) BEHs) L=y #EiH)
= TheThngs Neork onsl X

- A
<« c @ (@ @ https://console.thethingsnetwork.org/gateways/re 2 80% we Py | Q oEs i &
P
‘\\ THETHINGS COMNSOLE
NETWORK communiTy EDITION

Applications Gatev
Gateways © Register

Gateway EUI
The EUI of the gateway as read from the LoRa module

Put the Gateway ID here |—> | AB 40 41 1B 82 68 FF FF

Must use legacy packet —_— I'm gsing the legacy packet forwarder
forward asedt this if you are using the legacy Semtech packet forwarder

Description
A human-readable description of the gateway

LGD2-Gateway-1

Freguency Plan
The frequency plan this gateway will use
. Europe 8468MHz |
Choose the right frequency /
plan and router

Router
\ The router this gateway will connect to. To reduce latency. pick a router that isin regionwhich is close to the location of the gateway.

ttn-router-eu

Notice: The TTN router should match the Frequency Plan you choose, otherwise you will have
problem for End Node to join the network. If you don’t which router you need to select, please
check:

https://www.thethingsnetwork.org/docs/gateways/packet-forwarder/semtech-udp.html#connec
t-a-gateway server-addresses

After create the gateway, we can see the gateway info, as below

GATEWAY OVERVIEW

£y settings
Gateway ID  eui-aB40411h8268ffF
Description | Gateway-1
Owner ’ edwin X Transfer ownership
I Status not connected I
Frequency Plan Europe S65MHz
Router ttn-router-eu
Gateway Key o 4.|. .................................. s : . .

4.2 Configure LIG16 to connect to TTN

We should configure the LIG16 now to let it connect to TTN network. Make sure your LIG16 has
Internet Connection first.

Choose the right server provider and click Save&Apply

LIG16 Indoor LoRaWAN Gateway User Manual 18 / 47
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[QEELIIN=N 1oRav  LoRaWANv MQTT» TCPv HTTP  Custom  Systemv  Log

LoRaWAN Configuration

Server Settings

I LoRaWAN Service Provider | TTN-router-EU v
Gateway ID aB40411b8268f

Server Port Upstream [1700 | Latitude
Server Port Downstream (1700 | Longitude

Email |dragino—1bafd-d@dragino.com

Packet Filter

EportEilter o |

Note: The server address must match the router you choose in TTN.

LIG16 Indoor LoRaWAN Gateway User Manual
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In the home page, we can see the LoRaWAN connection is ready now.

System Overview

Internet

A N

LoRaWAN'

Check Result

After above settings, the LIG16 should be able to connect to TTN, below is the result seen from
TTN:

CONSOLE
COmMUNITY EDITION

Applications Gateways Su

Gateways ) ewi-aB40411b826BHTTF

Overview Traffic Settings

GATEWAY OVERVIEW

2y seftings
Gateway ID  cui-2840411hB265FF
Description Gateway-1

Owner t edwin 1 Transfer ownership

| Status © connected

Frequency Plan Europe S68MHz

Router ttn-router-eu

Gateway Key o

Last Seen 23 seconds ago
Received Messages O

Transmitted Messaaes 0

LIG16 Indoor LoRaWAN Gateway User Manual 20 / 47
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4.3 Configure frequency

We also need to set the frequency plan in LIG16 to match the LoRaWAN end node we use, so to

receive the LoRaWAN packets from the LoRaWAN sensor.

C m/=elci{mll |[oRav LoRaWAN+ MQITT+ TCPw HTIP  Custom System »

LoRa Configuration
Debug Level

Radio Settings
Keep Alive Period (sec)

Frequency Plan

SavedApply || Disable || Canc

Low v
30
ELJB68 Europe 868Mhz (863~870) v

EU868 Europe 868Mhz (863~870)
CN470 China 470MHz (470~510)
US915 United States 915Mhz (902~-928)
AUS1E Australia 915Mhz (315~928)
INBES India B65MHz (865~86T)

KR3920 Korea 920MHz (920~923)
AS923 Asia 923MHz (920~923)

AS5923 Asia 923MHz (923~925)

RUB64 Russia 864MHz (364~870)
Customized Bands

In logread page, user can check the frequency actually used.

- —
Click to 'go back, hold to see history LoRaWAN ~ MQTT ~ TCP » HTTP Custom System v LogReadv

LogRead

FreqINFO:

5X1301 Channels frequency

chan_multSF_0
Lora MAC, 125kHz, all SF, 868.1 MHz

chan_multSF_1
Lora MAC, 125kHz. all SF, 868.3 MHz

chan_multSF_2
Lora MAC, 125kHz, all SF, 868.5 MHz

chan_multSF_3
Lora MAC, 125kHz. all SF, 867.1 MHz

chan_multSF_4
Lora MAC, 125kHz, all SF, 867.3 MHz

chan_multSF_5
Lora MAC, 125kHz. all SF, 867.5 MHz

chan_multSF_6
Lora MAC, 125kHz, all SF, 867.7 MHz

chan_multSF_7
Lora MAC, 125kHz. all SF, 867.9 MHz

chan_Lora_std
Lora MAC, 250kHz, SF7, 868.3 MHz

LIG16 Indoor LoRaWAN Gateway User Manual
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After doing above LIG16 will be able to act as LoRaWAN Gateway. Below section shows how to
add a LoRaWAN End device in this LoRaWAN network and see the data from TTN.
We use LT-22222-L as a reference below, for other LoRaWAN devices will be more or less the

same.

4.4 Add a LoRaWAN End Device

Step 1: Create a device in TTN with the OTAA keys from LT 10 controller.

Each LT is shipped with a sticker with the default device EUI as below:

——

— e Pt P
£y orAGIND
DEV ADDR: 01818548
DEVELL AB840410001818548
PELL 3FT7ADE36BCAABGS
\PPKEY: S574E3 CDB

APPSKEY:  CO4
NETSKEY:  FF.

User can enter this key in their LoORaWAN Server portal. Below is TTN screen shot:

Add APP EUI in the application.

.\\mnumas CONSOLE
NETWORK communrr roimon

Applications > 1 dragino_test application1

Application D draging test applicationl.
Description a test application for Dragino
Created 2yearsago

Handler ttn-handler-eu (current handler)

APPLICATION EUIS

<» = 78B3DS7EFBBO 4618 5]

< = 3F77ADE3 6BCAABES B

LIG16 Indoor LoRaWAN Gateway User Manual
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Add APP KEY and DEV EUI

N THETHINGS CONSOLE
VONETWORK communiTr Eaimian
Applications » © dragino_test_application] - Devices

REGISTER DEVICE

Device ID
This is the unique identifier for the device in this app. The device ID will be immutable.

It-33222--5480

Applications Gateways Suppol

Device EUI
The device EUI s the unique identifier for this device on the network: You can change the EUI later.

> AB 4D 41 00 01 81 85 48

App Rey

The App Key will be used to secure the communication between you device and the network.

s 57 4E 37 E6 8A EC FC CD B3 B9 3D 87 A9 3B 48 2C

App EUI

3F 77 AD E3 68 CA AB 65

Step 2: Power on LT and it will auto join to the TTN network. After join success, it will start to
upload message to TTN and user can see in the panel and analyze the data

ONSOLE

MMUNITY EDITION

Applications t dragino_test_applicationl Devices £ 1t-33222--5362 Data

APPLICATION DATA

Applications Gateways S

Overview Data Settings

Il pause W@ clea

uplink  downlink activation ack error
Filters
ster o
A~ 16:54:53 ) 2 retry pzyload- 0002013604C104C2 38
16:54:47 devaddr 26012C6B  zppeui- FCDEC9B2D32FA661  deveui: AB40 4100
16:54:40 devaddr 26012C85 zppeui- FCDEC9B2D32FA661  deveu: AB404100
16:54:33 devaddr: 2601 2EEC  appevi: FCDECZB2D22FA661  deveu: AB4041001
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5. Web Configure Pages

5.1 Home
Shows the system running status:

System Overview

loT

y L§R3MN°

Internet

e

1111

-~ - Access
Point
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5.2 LoRa Settings

5.2.1 LoRa-->LoRa
This page shows the LoRa Radio Settings. There are a set of default frequency band according to
LoRaWAN protocol, and user can customize the band* as well.

Different LIG16 hardware version can support different frequency range:
> 868: valid frequency: 863Mhz ~ 870Mhz. for bands EU868, RU864, IN865 or KZ865.
>  915: valid frequency: 902Mhz ~ 928Mhz. for bands US915, AU915, AS923 or KR920

After user choose the frequency plan, he can see the actually frequency in used by checking the

page LogRead --> LoRa Log

' LoRa Configuration

Debug Level Low v

Radio Settings

Keep Alive Period (sec) 30

Frequency Plan EUBES Europe 868Mhz (B63~870) v |
EUBES Europe 866Mhz (863~870)

US915 United States 915Mhz (902~928)

AUS1E Australia 915Mhz (315~928)

Save&Apply || Disable || Canc{|NSE5 India 865MHz (855~867)

KR920 Kerea 920MHz (920~523)

AS923 Asia 923MHz (920~923)

AS923 Asia 923MHz (923~925)

RUS64 Russia 854MHz (864~870)

Customized Bands

Note *: See this instruction for how to customize frequency band:
http://wiki.dragino.com/index.php?title=Customized Frequency Band for Gateway
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5.2.2 LoRa --> ABP Decryption

The LIG16 can communicate with LoRaWAN ABP End Node without the need of LoRaWAN server.
It can be used in some cases such as:

= No internet connection.

] User wants to get data forward in gateway and forward to their server based on

MQTT/HTTP, etc. (Combine ABP communication method and MQTT forward together).

Detail of this feature:

http://wiki.dragino.com/index.php?title=Communication with ABP End Node

‘Decrypt ABP End Node Packets

Enable ABP Decryption SAVE
Add Key

Dev ADDR: MSB.4 Bytes

APP Session Key: MSB, 16 Bytes

Network Session Key:  |MSB,16 Bytes

ADD_KEY

Delete Key Dev ADDR: v DELETE
AEP Keys:

Dev ADDR | APP Session Key | Network Session Key
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5.3 LoRaWAN Settings

5.3.1 LoRaWAN --> LoRaWAN
This page is for the connection set up to a general LoRaWAN Network server such as: TTN,

ChirpStack etc

.LoRaWAN Configuration

Server Settings

LoRaWAN Service Provider | TTN-router-EU v

Gateway |1D aB4041fff1d25dc

Server Port Upstream 1700 Latitude 22705177
Server Port Downstream 1700 Longitude 114243423

Email |dragino-1d25dc@dragino.com

Packet Filter
EpQrtEilter [0

Save&Apply || Cancel

Note
**. Packet filter is to drop the unwanted LoRaWAN packet, instruction see here:
See http://wiki.dragino.com/index.php?title=Main PagettFilter unwanted LoRaWAN packets

5.3.2 LoRaWAN --> Amazon AWS-loT

@ DRAGING EERd LoRaWAN » MQTT = TCP = Custom Network + System v LogReadv

Amazon AWS loT -- LoRaWAN

Settings
CUPS URI |examp\e https-//xxoo00 cups lorawan us-east-1 amazonaws.com:443
Email |dragino—1ec3gc@dragiﬂo com |
Gateway ID
CUPS trust Not Found =EETEE=
Private key Not Found =EEEaEs
Cert pem Not Found =gETmEs

Current Mode: LoRaVWAN Semtech UDP Click Save & Apply will change to mode: LoRaWAN Station for AWS

SavedApply

Please see this instruction to know more detail and demo for how to connect to AWS-loT
LoRaWAN Core: http://wiki.dragino.com/index.php?title=Notes for AWS-loT-Core

5.3.3 LoRaWAN --> LORIOT
Settings to communicate to LORIOT LoRaWAN Network Server: https://www.loriot.io/

Instruction: http://wiki.dragino.com/index.php?title=Notes for LORIOT
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LORIOT Client Configuration

LORIOT software not installed.

Server Address Sydney - au loriot io v Server Port Default
Client Certificate v Client Key v
CA File v

Device EUI: A540411D25DF

Certificate Management

Save&Apply || Cancel || Refresh || Install

LIG16 Indoor LoRaWAN Gateway User Manual 28 / 47



& ormAGINO

www.dragino.com

5.4 MQTT Settings

If end nodes work in ABP mode, user can configure LIG16 to transfer the data to MQTT broker,

Instruction:

http://wiki.dragino.com/index.php?title=Main Page#MQTT Forward Instruction

&3 orrRGING [Tt

LoRaWAN v MQIT »

MQTT Client Configuration

MQTT Server Profile
Broker Address [-h]
User ID [-u]
Certificate [--cert]
CA File [--cafile]
Client ID [-]

Publish

Enable Publish ¥

Subscribe

Enable Subscribe [

General

Server URL

User ID

dragino-1d25dc

Quality of Service [-q]

Quality of Service [-q]

MQTT Client

Channels

Certificates

QoS0 v

QoS0 v

TCP + HTTP Custom Sysiem » LogRead»

oker Port[-p]  |Server Port
Password [-P] Password
Key [--key] v
Topic Format [-f]  |CLIENTID/CHANNEL/data
Data Format [-m] |DATA
Topic Format [-f]  [CLIENTID#

LIG16 Indoor LoRaWAN Gateway User Manual
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5.5 System

5.5.1 System --> System Overview

Shows the system info:

@ [(=lo/clci sl loRav LoRaWAN~ MQTT~ TCPw  CusH

System Overview

Device Model: LIG16

Hostname: dragino-1ec39c

Firmware: Igw-5.4.1609224778

Build Time: Build Tue Dec 29 14:52:58 CST 2020
Cellular : Not Detected

System Time:  Sun Jan 3 10:46:55 UTC 2021

Uptime: 3 days

Load Avg: 42, load average

Memory: Free Memory: 23280 / Total Memory: 60192kB
loT Service: lorawan

Internet Connection OK
@ v

@

Lamawn

LoRaWAN Connection OK

5.5.2 System --> General ( login settings)

'System General

System Password

Password
Password (admin)

TimeZone

Timezone uTC

Port Forwarding

Enable HTTP Forward
Enable SSH Forward v

Save&Apply || Cancel

System Password:

SetPassword Login: root

SetAdminPassword

There are two logins for LIG16: root /dragino or admin /dragino. Both root and admin have the

same right for WEB access. But root user has also the right to access via SSH to Linux system.

admin only able to access WEB interface.

This page can be used to set the password for them.

Timezone:
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Set device timezone.

Port forwarding:
Enable/Disable the HTTP and SSH access via WAN interface.
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5.5.3 System --> Network

Network
LAN Settings
IP Address [10.130.1.1 Gateway 255255255255
Netmask  [255.265.255.0 DNS 8.8.8.8
WAN Settings
Enable =
DHCP DHCP

WiFi WAN Settings

Enable

DHCP oHeR M

Save8Apply || Cancel

LAN Settings:

When the LIG16 has the AP enable, LAN settings specify the network info for LIG16’s own

network.

WAN Settings:
Setting for LIG16 WAN port

WiFi Settings:
Setting for LIG16 WiFi IP when use it as WiFi Client
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5.5.4 System --> WiFi

LIG16 WiFi Settings.
WiFi

Radio Settings

Channel (1-11) 11 Tx Power (0-18) dBm 17
WiFi Access Point Settings
Enable WiFi Access Point @
WiFi Name SSID dragino-1d25de
Passphrase (8-32 char) |seesssesssrees [Show] Encryption WPA2 v

WiFi WAN Client Settings

Enable WiFi WAN Client
Host WiFi SSID EDWIN-OFFICE WiFi Survey Choose WiFi SSID... v
Passphrase [Show] Encryption WPA/WPA2 v

SavedApply || Cancel || Refresh

5.5.5 System --> Network Status
System Status

Network / WiFi Status

Network
Lan IP Address:
inet addr:10.130.1.1 Beast:10.130.1.255 Mask:255.255.255.0

Eth WAN IP Address:
inet addr:10.130.2.207 Beast:10.130.2.255 Mask:255.255.255.0
inet addr:172.31.255.254 Beast:172.31.255.255 Mask:255.255.255.252

WiFi WAN IP Address:

Cellular:

Bridge:

bridge name bridge id STP enabled interfaces

br-lan Tfff.a840411d25df no eth0
wlan0

v

wlan0 ESSID: "dragino-1d25dc”
Access Point: A8:40:41:1D:25:DC
Mode: Master Channel: 11 (2,462 GHz)
Tx-Power: 17 dBm Link Quality: unknown,/70
Signal: unknown Noise: -95 dBm
Bit Rate: unknown
Encryption: WPA2 PSK (CCMP)
Type: nl80211 HW Mode(s): 802.11bgn
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5.5.6 System --> Remote Mgnt & Auto Update
Auto Provision is the feature for batch configure and remote management. It can be used in

below two cases:

Local Area Network (LAN)

Gateways

Case 1: L L
Batch N N
configure

gateways

before

deploy

http server with configure files

Internet

Gateways

Case 2:
Maintain
gateway
configure
from
cloud

maintain server with configure files

Searching and get
configure files

provision URL Internet

1. Gateways search (on every boot or 23:00 every day) the provision URL to
1 get configure files or script files.

H ow It wo rks Gateways compare version number of the configure file, and process

update if configure files has higher version.

M

@ DRAGINDO QEIRER4 LoRaWAN » MQTT + TCP~ Custom Network »

Auto Provision

Provision Server [eth1_net RequestUpdate
Configure Version: 0

Please see this document for detail:
http://www.dragino.com/downloads/index.php?dir=LoRa_Gateway/LPS8/Firmware/Application
Note/&file=Auto-update-feature.pdf
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R-SSH is for remote access device and management, introduction for how to use:
http://wiki.dragino.com/index.php?title=Main Page#Remote Access Gateway via Reverse SSH

R-SSH Host Settings

Login ID sshuser
Host Address support dragino.com Host Port
Connect at Startup GWID: a84041ffff1d25dc

Connection Status: Not connected to RSSH Host

Save || Connect || Disconnect || SetDefault | Cancel/lRefresh

Note: Auto connection after startup may take up to 5 minutes to clear previous connection

Generate New Keys
Current Key ID:  No keyfile present

Generate Caution: Generating new keys will break any existing server connectionsl!

Download Public Key
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5.5.7 System --> Firmware Upgrade

We keep improving the LIG16 firmware for new features and bug fixes. Below are the links for
reference.

> Latest firmware: LoRa Gateway Firmware,

( http://www.dragino.com/downloads/index.php?dir=LoRa_Gateway/LIG16/Firmware)

»  Change Log: Firmware Change Log.

( http://www.dragino.com/downloads/downloads/LoRa_Gateway/LIG16/Firmware/Changelog )

The file named as dragino-lgw—xxxxx-squashfs-sysupgrade.bin is the upgrade Image. as below.

Web - System - Firmware Upgrade

Firmware Update

Upload Firmware File

Choose File | No file chosen

Upload Upload selected file.

Proceed with Flash

Preserve Settings

Proceed || Cancel

Select the required image and click Upload. The image will be uploaded to the device, and then

click Process to upgrade.
NOTE: You normally need to uncheck the Preserve Settings checkbox when doing an upgrade to

ensure that there is no conflict between the old settings and the new firmware. The new

firmware will start up with its default settings.
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The system will automatically boot into the new firmware after upgrade.

‘ g DRAGIND WELEERS LoRaWAN v MQTT = TCFP = HTTP Custom System v LogReadv

Firmware Update

Upload Firmware File

| Choose File | No file chosen

| Upload | Upload selected file.
Proceed with Flash

*** Sysupgrade starting now...

Configuration settings will be reset to Factory Default.

*** Please allow 3 minutes to complete flash operation.
Time remaining: 171.

Image metadata not found Commencing upgrade. All shell sessions will be closed now.

Note *: User can also upgrade firmware via Linux console
SCP the firmware to the system /var directory and then run

root@OpenWrt:~# /sbin/sysupgrade —n /var/Your_Image

NOTE: it is important to transfer the image in the /var directory, otherwise it may exceed the

available flash size.

5.5.8 System --> Reboot/Reset
Reboot / Reset

Reboot

[ REBOOT |

Reset to Factory Default

| RESET |
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5.5.9 System --> Package Maintain

Package Management

Package List

Package data is not loaded. Click on Reload to download package data.

Refresh || Reload | Click Reload to download package list. This will take a while.

Installed Package List

atfp-0.7.1-5
base-files - 190-r5-ce45a50

blkid - 2.32-2
block-mount - 2018-04-16-2436836-1
busybox - 1.28.3-4

ca-certificates - 20180400

b 22713

Place to show what packages have been installed and possible to upgrade packages.
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5.6 LogRead
5.6.1 LogRead --> LoRa Log
LogRead

FreqINFO:

5X1301 Channels frequency

chan_multSF_0
Lora MAC, 125kHz, all SF, 868.1 MHz

chan_multSF_1
Lora MAC, 125kHz, all SF, 868.3 MHz

chan_multSF_2
Lora MAC, 125kHz, all SF, 868 5 MHz

chan_multSF_3
Lora MAC, 125kHz, all SF, 867 1 MHz

chan_multSF_4
Lora MAC, 125kHz, all SF, 867.3 MHz

chan_multSF_5
Lora MAC, 125kHz, all SF, 867.5 MHz

rhan multSF A

Show the frequency for LoRa Radio and traffics.

5.6.2 LogRead --> Gateway Traffic
Shows gateway traffic statistics in the past 72 hours and the last 100 gateway traffic entries.

g DRAGINO QGRS LoRaWAN MQTT » TCP~ Custom Network v System v LogReadv Home Logout

Gateway Traffic -0 Uplink ~O- Downlink &
Total: 12693; Up: 12669; Down: 20
350

P e S R e e e e S S e, S N s e e s e e P g
Q7 N N AV N N NONT N NN QoY o & ) N
; S0l v et ot o oS 00 8 6 0P 0P 8 oS o
RGN NN RN

TP PSS N X
oF o o '
9505”07 0” 0F 0F 0P o o o 0o 0™ o of

B O S R U S LR A L LA
NSNS NN NN SN SN SN SN GANGIN

I F
UFSUSEUME W = Q& -

Time Message Type Mod Freq Data Rate CNT Content
A~ 01/03-10:53:44 Data Unconfirmed Up LoRa 8683 SF12 BW125 1820 Dev Addr: 26011D43, Size: 24
~  01/03-10:5321 Data Unconfirmed Up LoRa 8683 SF12 BW125 1819 Dev Addr: 26011D43, Size: 24
~  01/03-10:52:59 Data Unconfirmed Up LoRa 8685 SF12 BW125 1818 Dev Addr: 26011D43, Size: 24
~  01/03-10:52:47 Data Unconfirmed Up LoRa 8685 SF7 BW125 24742 Dev Addr: 26013789, Size: 24
~  01/03-10:52:36 Data Unconfirmed Up LoRa 868.1 SF12 BW125 1817 Dev Addr: 26011D43, Size: 24
~ 01/03-10:52:13 Data Unconfirmed Up LoRa 8685 SF12 BW125 1816 Dev Addr: 26011D43, Size: 24

5.6.3 LogRead --> System Log
Show the system log

LIG16 Indoor LoRaWAN Gateway User Manual

39 / 47



&3 orRAGIND

www.dragino.com
System Log

USB Devices:

Bus 001 Device 003: ID 0403:6001 Future Technology Devices International, Ltd FT232 Serial (UART) IC

Bus 001 Device 002: ID 1a40:0101 Terminus Technology Inc. Hub

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

¥

Boot Info:

Linux version 4.9.109 {root@DraginoHK) (gcc version 7.3.0 (OpenWrt GCC 7.3.0 r7360-e15565a) ) #0 Fri Jun 29 16:58:53 2018

MyLoader: sysp=aasasaaa, boardp=2aabaaab, parts=sasa2ash

bootconsole [early0] enabled

CPUOQ revision is: 00019374 (MIPS 24Kc)

SoC: Atheros AR9330 rev 1

Determined physical RAM map:

memory: 04000000 @ 00000000 (usable)

Initrd not found or empty - disabling initrd

Primary instruction cache 64kB, VIPT, 4-way esize 32 bytes. =
Primary data cache 32kB, 4-way, VIPT, cache aliases, linesize 32 bytes 4

Previous Log:
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6. More features

6.1 More instructions

http://wiki.dragino.com/index.php?title=Main Page#LoRa.2FLoRaWAN Gateway Instruction

LIG16 Indoor LoRaWAN Gateway User Manual 41 / 47


http://wiki.dragino.com/index.php?title=Main_Page#LoRa.2FLoRaWAN_Gateway_Instruction

& orAGINO |
www.dragino.com

7. Linux System
The LIG16 bases on OpenWrt Linux System. It is open source, and user are free to configure and
modify the inside Linux settings.

7.1 SSH Access for Linux console
User can access to the Linux console via SSH protocol. Make sure your PC and the LIG16 is in the

same network, then use a SSH tool (such as putty) to access it. Below are screenshots:

{#2 PuTTY Configuration

Category:

= Session Basic options for your PuTTY session

i T I_.oglging Specify the destination you want to connect to
= Terminal o . o
- Keyboard Host Name (or |P address) ort
Bl IP address: IP address of LIG16
- Features Connection type:
-J- Window t Serial Port: 22 or 2222
) Appea!ance Load, sav .
- Behaviour User Name: root
Input device's IP .
P Port:22 | Password: dragino (default)
iy Type: SSH fautt Settings Load

Close window on exit:
Always Never @ Only on clean exit

| Open | | Cancel |

The “logread -f” command can be used to debug how system runs.

%31 10.130.2.54 - SecureCRT ' - - -

ZHF WEE EEM ERO0) FEO BEESs) I8L  #E8H)
HARDH BR B3 FHY @5,

| 10.130.2.54

wed May 27 05:14:59 2020 daemon.info Jora_pkt_fwd[26351]: STAT~ stat :i time' :"2020-05-27 05:14:59 uTc", "rxnb™:0,"rxok™:0, "rxfw":0,"ackr":0.0,
wed May 27 05:14:59 2020 daemon.info lora_pkt_fwd[26351]: INFO~ [up] PUSH_ACK received in 0 ms

wed may 27 05:15:01 2020 user.notice jot_keep_alive: Internet aAccess OK: via ethl

wed May 27 05:15:01 2020 user.notice jot_keep_alive: use wWAN or wWiFi for internet access now

wed May 27 05:15:06 2020 daemon.info lora_pkt_fwd[26351]: INFO~ [down] PULL_ACK received in 247 ms

wed may 27 05:15:11 2020 daemon.info lora_pkt_fwd[26351]: DATA_UNCONF_UP:{"Devaddr": "2CBIFE36", "FCTrl1": ["aDR": 0, "ADRACKReq": 0, "ack": 1, "F
: 1], "FCnt": 60739, "FPort": 97, "MIC": "OE676560"}

wed May 27 05:15:11 2020 daemon.info lora_pkt_fwd[26351]: INFO~ [down] PULL_ACK received in 241 ms

wed May 27 05:15:16 2020 daemon.info lora_pkt_fwd[26351]: INFO~ [down] PULL_ACK received in 241 ms

wed May 27 05:15:16 2020 user.notice jot_keep_alive: Internet Access OK: via ethl

wed mMay 27 05:15:16 2020 user.notice jot_keep_alive: use waN or wiFi for internet access now

wed May 27 05:15:21 2020 daemon.info lora_pkt_fwd[26351]: INFO~ [down] PULL_ACK received in 241 ms

wed mMay 27 05:15:29 2020 daemon.info lora_pkt_fwd[26351]:

wed May 27 05:15:29 2020 daemon.info Jora_pkt fwd[26351]: REPORT~ ####3FE#fff#44888 Report at: 2020-05-27 05:15:29 UTC ###33488800000000E

wed May 27 05:15:29 2020 daemon.info lora_pkt_fwd[26351]: REPORT~ ### [UPSTREAM] ###

wed May 27 05:15:29 2020 daemon.info lora_pkt_fwd[26351]: REPORT~ # RF packets received by concentrator: 1

wed May 27 05:15:29 2020 daemon.info lora_pkt_fwd[26351]: REPORT~ # CRC_OK: 0.00%, CRC_FAIL: 100.00%, NO_CRC: 0.00%

wed May 27 05:15:29 2020 daemon.info lora_pkt_fwd[26351]: REPORT~ # RF packets forwarded: 0 (0 bytes)

wed Mav 27 05:15:29 2020 daemon.info lora pkt fwdl263511: REPORT~ # PUSH DATA dataarams sent: O (0 bvtes)
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7.2 Edit and Transfer files

The LIG16 support SCP protocol and has a built SFTP server. There are many ways to edit and
transfer files using these two protocols. One of the easiest is through WinSCP utility. After access
via WinSCP to the device, use can use a FTP alike window to drag / drop files to the LIG16 or Edit

the files directly in the windows. Screenshot is as below:

By / - root@10.130.2.1 - WinSCP . SNECE X
B [ BU - EEER R ° & -

Fie() OV EHF) #S(0) S38(S) BR(0) TRR) ZEH)

HEGRr BP H

= root@10130.2.1 | #F@eE|

- 2 & HERZ % J<roct « [(H[T 4=~ 0N & |G = P
Bfla i * @ TE- X of L |5l il

€:\Users\edwin\Documents /
£ ’ o B BIESS
4. rHER 4.

arduino p2t =S bin

cagle i dev

15--build--v3.3.0--2... T 3 et

xs--build--v3.4.0--2.. == lib

GitHub it == mnt

ToT--build-v3.4.0--... i overlay

IoT-build—3.4.1-... i proc

IoT--build-v4.1.0-20... peit =S rom

League of Legends p-c= root

shin
sys

B My Music

B My Videos tmp
My WangWang = usr
OneNote Zi3& = (&) var
Snaglt b= || 08 e
« ~ - " g r «[m nr = r
0B /17116 KB, 0/35 0B/OB. 0/15

& SFIP-3 0:00:40

7.3 File System

The LIG16 has a 16MB flash and a 64MB RAM. The /var and /tmp directory are in the RAM,

contents stored in /tmp and /var will be erased after reboot the device. Other directories are in

the flash and will keep after reboot.

The Linux system use around 8MB ~10MB flash size which means there is not much room for
user to store data in the LIG16 flash. User can use an external USB flash to extend the size for

storage.
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7.4 Package maintain system
LIG16 uses OPKG package maintain system. There are more than 3000+ packages available in our

package server for user to install for their applications. For example, if user wants to add iperf
tool, they can install the related packages and configure LIG16 to use iperf

Below is some examples opkgs command, more please refer OPKG package maintain system

In Linux Console run:

root@dragino-169d30:~# opkg update // to get the latest packages list
root@dragino-169d30:~# opkg list ~ //shows the available packages
root@dragino-169d30:~# opkg install iperf // install iperf, it will auto install the required
packages.

root@dragino-169d30:./etc/opkg# opkg install iperf

Installing iperf (2.0.12-1) to root...

Downloading http://downloads.openwrt.org/snapshots/packages/mips_24kc/base/iperf_2.0.12-1_mips_24kc.ipk
Installing uclibcxx (0.2.4-3) to root...

Downloading
http://downloads.openwrt.org/snapshots/packages/mips_24kc/base/uclibcxx_0.2.4-3_mips_24kc.ipk
Configuring uclibcxx.

Configuring iperf.
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8. FAQ

8.1 How can | configure for a customized frequency band?

See below link for how to customize frequency band:
http://wiki.dragino.com/index.php?title=Customized Frequency Band for Gateway

8.2 Can I make my own firmware for the gateway, where can | find the source
code?

Yes, you can make your own firmware for the LIG16 for branding purposes or to add customized

applications.

The source code and compile instructions can be found at:
https://github.com/dragino/openwrt lede-18.06

8.3 Can | use 868Mhz version for 915Mhz bands?

It is possible but the distance will be very short, you can select US915 frequency band in 868Mhz
version hardware. It will work but you will see the performance is greatly decreased because the
868Mhz version has an RF filter for band 863~870Mhz, all other frequencies will have high

attenuation.

8.4 Can | control the triangle LED?

First export the gpio22(triangle LED) and set to out
echo 22 > /sys/class/gpio/export

echo out > /sys/class/gpio/gpio22/direction

ON: echo 0 > /sys/class/gpio/gpio22/value

OFF: echo 1 > /sys/class/gpio/gpio22/value

9. Trouble Shooting

9.11 get kernel error when install new package, how to fix?

In some case, when install package, it will generate kernel error such as below:
root@dragino-16¢538:~# opkg install kmod-dragino2-si3217x_3.10.49+0.2-1_ar71xx.ipk
Installing kmod-dragino2-si3217x (3.10.49+0.2-1) to root...

Collected errors:

* satisfy_dependencies_for: Cannot satisfy the following dependencies for
kmod-dragino2-si3217x:

& kernel (= 3.10.49-1-4917516478a753314254643facdf360a) *

* opkg_install_cmd: Cannot install package kmod-dragino2-si3217x.
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In this case, user can use the —force-depends option to install such package.
opkg install kmod-dragino2-si3217x_3.10.49+0.2-1_ar71xx.ipk --force-depends

9.2 How to recover the LIG16 if firmware crash
Please follow this instruction to recover your gateway:

http://wiki.dragino.com/index.php?title=Recover Gateway

9.3 | configured LIG16 for WiFi access and lost its IP. What to do now?

RJ45 Cable ffo WAN port

p_—

ey
|

IP:172.31.255.254
Netmask: 172.31.255.252

1, -

IP:172.31.255.253
Netmask: 172.31.255.252

The LIG16 has a fallback ip in its WAN port. This IP is always enabled so user can use fall back ip to
access LIG16 no matter what the WiFi IP is. The fall back ip is useful for connect and debug the
unit.
(Note: fallback ip can be disabled in the LAN and DHCP page)
Steps to connect via fall back IP:
1. Connect PC’s Ethernet port to LIG16’s WAN port
2. Configure PC’s Ethernet port has IP: 172.31.255.253 and netmask: 255.255.255.252
As below photo:

Internet HHIEEZ 4 (TCP/IPVA) EiE 2 =

L
B e R

© BEhRIE 1P Mt @
o AT EA IP Mt 5):

IP itk (1) 172 . 31 .255 .253
FhHEE W 255 255 255 252
ZhiARIx )

BahFtiE DS ARE2Eiht &)
© ERT @A) Iis AR5 ML )
Bi% I8s BREEE )
=A s fREE M

ClREAISIERE @) SR, ..

[ ®me || =& |

3. InPC, use 172.31.255.254 to access LIG16 via Web or Console.
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10.

Order Info

PART: LIG16-XXX:

11.

12,

XXX: Frequency Band
> 868: valid frequency: 863Mhz ~ 870Mhz. for band EU868 or IN865.
» 915: valid frequency: 902Mhz ~ 928Mhz. for bands US915, AU915, AS923 or KR920

Packing Info

Package Includes:

v LIG16 LoRaWAN Indoor Gateway x 1

v’ Stick Antenna for LoRa RF part. Frequency is one of 433 or 868 or 915Mhz depends the

model ordered
v Power Adapter: EU/AU/US type power adapter depends on country to be used

v’ Packaging with environmental protection paper box

Dimension and weight:

Device Size: 12x8.5x3 cm

Device Weight: 150g

Package Size / pcs:21.5x10x 5 cm

Weight / pcs : 360g

Carton dimension: 45 x 31 x 34 cm. 36pcs per carton
Weight / carton : 12.5 kg

AR NN

Support

Try to see if your questions already answered in the wiki.

Support is provided Monday to Friday, from 09:00 to 18:00 GMT+8. Due to different
timezones we cannot offer live support. However, your questions will be answered as soon
as possible in the before-mentioned schedule.

Provide as much information as possible regarding your enquiry (product models, accurately

describe your problem and steps to replicate it etc) and send a mail to

support@dragino.com
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